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Chapter 1

Siebel System Architecture

© Deloitte & Touche LLP Deloitte r

Enterprise Risk Services — Control Assurance
Siebel Security & Controls - 2002 4 & Touche



£
‘ Siebel System Architecture — Application Overview

Siebel eBusiness consists of a suite of integrated applications, which are geared to support

multiple customer communication channels:*

Call Center / Service Sales Interactive Selling
v’ Siebel Call Center v Siebel Sales v Siebel eAdvisor
v’ Siebel Service v Siebel Mobile Solutions v Siebel eSales
v’ Siebel Telesales v Siebel Voice v Siebel eConfigurator
V' Siebel Field Service v’ Siebel eLearning v’ Siebel ePricer
v’ Siebel eService v’ Siebel eAuction
v' Siebel eMail Response Partner Management
v’ Siebel Professional v Siebel eChannel Marketing
Servi . .
ervices v Partner Manager v Siebel Marketing
v’ Partner Portal v Siebel eEvents Mngmt

Industry Applications

v' Siebel eFinance v' Siebel eEnergy / Utilities
v’ Siebel eAutomotive v’ Siebel eHealthcare

v' Siebel eCommunications v’ Siebel eMedia

v’ Siebel eOil, Gas & Chemicals v  Siebel ePublic Sector

v Siebel elnsurance

v Siebel eConsumer Goods
v Siebel ePharma

v Siebel eClinical

Siebel Employee Relationship Mngmt

Siebel Analytics

* Check www.siebel.com for updated information on available applications and industry solutions
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Siebel System Architecture — Client-Server Options
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2
‘ Siebel System Architecture — Object-Based Data Model

Siebel’s object-based system architecture is designed to provide flexibility concerning the
collection and processing of information. Three different data layers allow an organization to
structure information to meet specific business and reporting requirements.

User Interface
Layer

Screen View Applet Control

(graphical representation

T T 1

Business Object
Layer

Business Business )
Object Component Field

(business-specific representation

of data (i.e., business logic)) 1_ t

Data Object

Layer Table Column
(logical — vendor-independent

representation of data) t

Database Management System
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‘ Siebel System Architecture — User Interface Layer — Screens

I Screen — Tab Bar

Wlthln Slebel, File Edit “iew Help T T T T
Screens represent (Home | Accounts | Cortacts | Houssholds | Employees | Service | Assets | Orders |

uotes

Campaign’

Opportunities

. Show: | =] | Historyiem= | o Queries: [cmert
groupings of asso- SR —
ciated tasks that are Opportunities

€y 1-Tofir

needed aS part Of Hew é Priority Flag @ Hame e Account é Primary é Revenue é Sales Stage é Close Date @
certain JOb functions. 1000 Users of Sieke Fuma Sports, Inc. | TSMYTHE $500,000.00 02 - Potential Lead | 9/21/2002
Call Centet Fossie Azsocisti | IT_MSTE 237000000 07 - Selected Ti32002
L Call Center ftal Mo IT_MSTE £353,00000 02 - Potential Lead | 7431/2002
T h e Oppo rt uni t es Call Certer - 150 el Harley-Davidzon Fil TSMYTHE $600,000.00 03 - Qualification | 8202002
. Call center Tele talia IT_M=TE $550,00000 05 - Megotistion Ti31f2002
Screen, fO r I n Sta n Ce, Centro supporto Clie Gianneli Editori FITTIO £350,00000 02 - Potential Lead | 703172002
H H Cortact Center Marrictt Irternations [T_MSTE £960,000.00 04 - Opportunity Fi3152002
is an accumulation of
. . : _Activities Attachments | Campaign Leads _Notes | Organization Analysis R
functions, which are @ @& D 107+
needed as pa rt Of the *Hame: r Committed: *Close Date:
. . | 1000 Users of Siebel Screen (Opportunities) 55 - O |9r21 2002
o p po rtu n Ity ad m I- Sales Team: 1 4 v Revenue: Organization:
1 1 H TSMYTHE 5 02 - Potential Lead Fea00,000.00 Siehel Ameri
nistration/processing. | = 02 Patenal e =l ! [
Territories: Account: Probability % Lead Quality:
| =] IF‘uma Spartz, Inc. [ |1u% | 2.very High
Description: Site: Expected Value: Source:
SALES ANALYSIS Dy ICaII Center |$SD,UDU.UU
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L4
‘ Siebel System Architecture — User Interface Layer — Views

Siebel uses Views to
determine the level of
functionality that is
accessible to users

File  Edit “iew  Help
Accounte || Fantacte

Households | Er.¢ Show Drop-Down npaign: l Opportunities ||m
- History:« -« = J =5 Queries: I*Currerrt

. |¥ [ Home

H H H - [ (8] o 1-Fof?
within a given screen. a 7+
Hew @ Priority Flag @ Hame ; Account @ Primary @ Revenue @ Sales Stage @ Close Date @
H 1000 Uzers of Sieb: Puma Sports, Inc. | TSMYTHE $500,00000 02 - Potential Lead  9421/2002
VIeWS Ca n aISO be Call Center Fozsie SAssocisti | [T_WMSTE £570,000.00 | 07 - Selected FiE152002
used to better CaIIC_enter @ [ IT_M=TE £393,000.00 02 - Potentisl Lead | 7431/2002

Vi T b B Fir TSWYTHE F600,00000 03 - Gualification | S420/2002
lew — 1a ar IT_M=TE $580,000.00 05 - Megotistion Fi3102002

segregate the access
Certro supporto Clig Gisnneli Editori FITTI £350,000000 02 - Potential Lesd | 743172002
tO data by N Contact Center barriott Internations IT_MSTE £960,00000 04 - Opportunity Fi312002
distinguishing the LV JIITIIT0 #" avtes | Assessments | Attachments | Campaign Leads | Contacts | Notes | Organization Analysis | Profile | Quotes | R |
. . | 1of7+
range of data, which is

*Name: Sales Method: Committed: *Close Date:
accessible (e g M y [[1000 Users of Siehel ePricer Puma [ Stanasrd Seles Process = O [emtamz |
4.,
g Sales Team: Sales Stage: Revenue: Organization:
Opportunltl es vs. All [TsnrvTrE ] [0z Potential Lead =l [5500,000.00 [Siebel Americas
i1t Territories: Account: Probability %: Lead Ouality:
Opportunltles). | ) [Puma Sports, Inc. [ [10% = 2-Very High
Description: . . Expected Value: Source:
SALES ANALYSIS DEMO View (All Opportunities) [550,000:00
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Applets drive the
graphical display of
Siebel data.

List Applets are
commonly used to
provide a list-like
appearance of multiple
data records

Form Applets take
selected records and
conveniently display
the relevant data fields
next to each other.
This format supports
data entry and
maintenance.
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‘ Siebel System Architecture — User Interface Layer — Applets

File  Edit “iew  Help

- (Wome | Accounts | Corfacts | Households | Employess | Service | Assets | Orders | Campaigns (SIS w

Show: | | J History: - = = J 25 Queries: Currerrt

Oppartunity: 1000 Users of Siekel ePricer Puma =
P—
Opportunities

L[S
B | ist Applet (Lists) —

Ilew Priority Flag Revenue Sales Stage Close Date

1000 Uzers of Sieb: Puma Sports, Inc. | TSMYTHE $500,00000 02 - Potential Lead  9421/2002

Call Center Fozsie SAssocisti | [T_WMSTE £570,000.00 | 07 - Selected FiE152002
Call Center ttal Mo IT_M=TE £393,000.00 02 - Potentisl Lead | 7431/2002
Call Center - 150 Se Harley-Davidzon Fir TSMYTHE $600,00000 03 - Qualification  SM20/2002
Call certer Tele talis IT_MSTE $550,000.00 | 05 - Megatistion FiE152002
Certro supporto Clig Gisnneli Editori FITTI £350,000000 02 - Potential Lesd | 743172002

el i Rerlnn el

Tlate T = i1 NSl == e LISTE

E=x =T W1 N W Tt W

@) G Gy 1D o

*Name: Sales Method: Committed: *Close Date:
1000 Users of Siskel sPricer Puma | Standard Sales Process | 3212002
Sales Team: Sales Stage: Form Applet (Fgrms) Organization:
| TSMreTHE [ | 02 - Potential Lead = | $500,000.00 | Sievel americas
Territories: Account: Probability %: Lead Quality:
I = |Puma Sports, Inc. [ |1U% | 2-ery High
Description: Site: Expected Value: Source:

SALES ANALYSIS DEMO ICaII Center |$SD,DDDDD
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Chapter 2

Siebel Visibility
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‘ Siebel Visibility — Overview

The Siebel Visibility concept is comparable to what is commonly referred to as Application
Security. ltis a first layer of access restrictions, which defines the organizational slice of data
as well as functions made available to system users.

Visibility is defined by assigning Positions and Responsibilities to Employee records.

Employee
| | |
Visbility Security T 2nF A nr
Attributes Responsibility Position Organization User ID
Security Objects View View View View
and Functions

Business Component

Data
Records

i °
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L4
‘ Siebel Visibility — View-Access vs. Record-Access Visibility

Siebel Visibility can be broken down into two components. View-Access Visibility drives
access rights to Siebel Views. Record-Access Visibility uses Views in combination with User
IDs, Positions, and Organizations and determines the number of records that are accessible.

VA-Visibility — What Can Be Accessed ‘

\

Views

Account Service Requests

o | | |
(4] ] ] 1
N

7]

8 UserID/
&J Position My Accounts My SRs My ...

o
11]

5
L.:) Position My Team’s My Team’s My Team’s
S Accounts SRs

S
=

3
I Organization All Accounts All SRs All ...

I
Pl
-'ug, All Accounts All SRs across All ... across
5 across Organiz. Organizations Organizations
<
(14
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L4
‘ Siebel Visibility — View Access Visibility — Responsibilities

Responsibilities define access rights to particular views and should be organized based on
particular job responsibilities / tasks (e.g., Account Administration).

If a View is not assigned to a :
user record, the following File Edt Wiew Help
restrictions apply: ¥ (Fome | Brrnwmi= | @TETIEY) Households | Employees | Service |
Sho 1 My Cortacts | History: - = J =
A) The View is not listed on Contact \°
show drop-down and
Sitemap menus G
Hew % Last Hame $ First Hame % Account % Middle
B) The SyStem removes the Aamot Gina AEP Communication
VieW from the tab bar * Abanilla Dravicd AER Communication
* Abate Laura AEP Communication
# Abholine Glen [=] SN T===N =T (R
C) Hyperlinks loose their * Aadalah Trey
functionality if they refer to * — BVQ Rahert e P
a VleW for WhICh access * Abelm Brent Elberta Treasury B
More Info || Accounts C=~@aigns || Campaigns - Ad
has no',[ been granted s
9 N D 107+ @
U h |t | *Last Hame: Work Phone &
sers Ca_n ) _a_ve mu _Ip e ) | aamet | (614) 343-8700
Responsibilities assigned, which *Firat Hame: T
form cumulative access rights. [Gina [Lasty's wiell Brewery, Leitrim St ]
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The type of Record-Access Visibility being available for data records can vary and is
dependent on certain system settings. The following scenarios are possible:

Reporting
Hierarchy

© Deloitte & Touche LLP

Personal
Visibility

Team
Visibility

N

Position
(e.g. VP Sales)

=

P_1

I_I_I

P_a P_b

Manager
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Sub-
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[
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]

)

Siebel BC /
Data Record

g

Organization

L4
‘ Siebel Visibility — Record-Access Visibility — Business Component View Mode

Access
Groups

Org.

Pos. ID

I

Access Group
(Personalization)

Catalog

(e.g. Segments) T
Organization
T Visibility
0 1 0_2 0.3
| All
J Visibility
0.a Ob Multi-

15

Organization

Deloitte

& Touche

f



L4
ﬂ Siebel Visibility — Record-Access Visibility — Organizations / Divisions

Within Siebel, Organizations are used to provide the highest level of data segregation based
on specific business requirements (e.g., different price lists for certain business units). Siebel

supports single or multi-organizational models. Divisions are subsets of Organizations,
however, Divisions cannot be used as an attribute for data segregation (see positions).

B2B Customers

XYZ Enterprise, Inc.

Channel Partners

Silver Status

Gold Status

Site 1

Site 2

Product A Product B

Legend

: Organization
— T
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L4
‘ Siebel Visibility — Record-Access Visibility — Positions

If certain data within Siebel is configured to support Team Visibility, Positions can be used to
further segregate access privileges. The graph below illustrates a model, which uses markets

(i.e., Product A vs. Product B) as a means to split the data pool into distinct categories:

B2B Customers

XYZ Enterprise, Inc.

Channel Partners

Product A

Legend

: Organization
—
] posiion
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£
ﬂ Siebel Visibility — Access Groups, Catalogs, Categories

Access Groups, Catalogs, and Categories are new features in Siebel 7.0, and are designed to
provide an additional access control mechanism for master data (i.e., literature, products,
event information, product solutions, and training information).

View

Access defined by:
View-Access Visibility
(i.e., Responsibilities)
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Chapter 3

Siebel User Authentication & Registration
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L4
ﬂ Siebel User Authentication & Registration — Overview

Siebel provides an open security — :
architecture to support the Mobile Client Web Client
integration of standardized Loginip LoginiD I
protocols (e.g., LDAP), as well as Password —1 Password 1
customized solutions.
: : . \ 4
As part of the Siebel’s Object Web
Manager, the Authentication User Credentials Server
Manager support the following !
three authentication strategies: v
v' Database Authentication / ] \
Object Manager ;
v . . Bind & Lookup
E.xternal .Authentlcatlon Aume:tica:ion -------------------- TR
v Single-Sign On (SSO) anade PR User
Native LDAP Other . Repository
. . ADSI Siebel User ID
Database authentication relates to \U ~ /DB Credentials
Siebel’'s standard authentication DB Logon Role (optional)
model. External authentication and
SSO - on the other hand — require
additional configuration work, as Siebel . | |
well as additional investments in Database e e o W rolas Wb Gl
soft- and hardware infrastructures.
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ﬂ Siebel User Authentication & Registration — Comparisons

The pros and cons for each authentication method can be summarized as follows:

External and/or SSO Authentication

Database Authentication

Pros

vls optimized for user administration functions and
supports complex password configuration rules.

v Supports user account creation through Siebel,
eliminating the need for direct access to the LDAP
repository or database (i.e, clear segregation of
database and user administration).

v Can be used to enable self-service (i.e., account
registration and password administration through
users) functions.

v Provides quick ROI due to centralization of
administration and support responsibilities.

Cons

v’ Requires additional configuration efforts to
integrate directory and authentication service with
Siebel.

v Will require additional investments in hardware
and software.

v’ Might require adjustments of existing policies and
procedures concerning user administration.

© Deloitte & Touche LLP
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Pros

v’ Is standard Siebel (out-of-the-box) authentication
mechanism.

v No integration of additional third-party components
necessary (i.e., authentication & directory service).

Cons

v Often, cannot be used to enforce corporate IT
security policies regarding password configuration
and management (incl. tracking of failed login
attempts).

v’ User administrators require access to the same
database, which contains sensitive product and
marketing information.

v Will require the use of Siebel’s password
encryption tool, further complicating the account
administration.

v/ Will not support long-term strategies for Single
Sign-On and Self-Service functions.

v Requires two-step process (account administration
in Siebel and underlying database) to create user
accounts.
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ﬂ Siebel User Authentication & Registration — Registration Options

Siebel’s applications provide multiple options to support the registration of user accounts.
These options, however, are also dependent on the underlying system architecture and
deployed application components. The following three functionalities are available:

Self-Registration Users can create their own user accounts. This approach only applies to
customer and partner applications and is not supported if database
authentication is used. It also allows users to maintain their passwords and
request new credentials using ‘challenging questions’. It also uses
workflow processes to support registration and administration procedures.

Internal Registration A user administrator within an organization is responsible for setting up
new accounts. This approach can be used with database and/or external
authentication.

Delegated Administration An external party (i.e., user administrator belonging to a channel partner)
has the privileges to create new user accounts. This approach requires the
use of Siebel’s security adapter and an external user repository (l.e., LDAP
and/or ADSI).

In customer applications, delegated administrators can only administrate
users that are associated with the same (customer) accounts that the
administrator is associated. In partner applications, access is restricted
within the associated partner organization.

Note that registration options can be combined as long as the underlying infrastructure
supports it.

L]
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Chapter 4

Siebel Configurable Controls
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ﬂ Siebel Configurable Controls - Overview

While Siebel Visibility provides a first layer of protection to adequately secure access to data,
configurable controls can establish either further access restrictions or enforce work rules and
policies.

The following Siebel features are commonly used to automate preventative internal control

procedures.

Field, Applet, and BC These property settings provide functionalities to validate and restrict

Property Settings * processing of data on the record and field level (CRUD)

Pick Lists and Multi- MVG and pick lists can serve as controls by providing users with a static or

Value Groups * dynamic selection of data

Siebel Workflow This feature can be used to automate and enforce policies and procedures

Assignment Manager This Siebel component assigns data objects to organizations, positions,
and individuals based on skill set, association, and availability

Siebel State Machine The State Machine is designed to enforce the sequence of state transitions
within a specific business object

Audit Trails Audit Trails allow monitoring of changes to certain data entities and specific

field information

* these features require access to Siebel configuration tools
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L4
‘ Siebel Configurable Controls — Field, Applet & BC Properties - CRUD

Siebel Visibility is designed to restrict access privileges to defined system functionalities and
data records.

To account for more refined access controls, CRUD (create, read, update, delete) definitions
allow developers to design action-based (e.g., read-only, no delete, etc.) access models, which
can be applied to records and/or specific fields.

File  Edit ‘iew Help

b (Home | Accounts | Conlacts | Househoids Service Communications | Smart
Show;IMy Service Requests j J Historyzw = = J =5 Queries: IAI\ SR's VI J ﬂ{]

SR

Service Requests

@G 1-4014
Hew - SRz - Status = Summary - Account - Site: - Last Hame - Work Phone # = Owner -
2-1CR Cpen Irtermittert ertor me 3Cam Headguarters Pennington (650) 534-9363 SADMIN
1-1116501 Pending Replace drive syste Svays Communicati HQ Ahboling (6507 295-5000 SADMIMN
1-3559557 Crpen Drive Replacement r Caterpillar Chicago Akber (847) 555-TE01 SADMIMN
-] Chicaga Hanzon 5107 555-2300 SADMIN
Read-Only — Value
determined by Siebel

L 1?] Woreinfo | Activities || Attachm~ s || Audit Trail || Change Requests Related SR |( Service Details || Service Profile || Solutions || Survey || A {1*]
EDllc=D) RED @
. Last Hame: Area: *Agent Opened:
2-1CR |Pennington ] |Upgrade R [ 41301999 5:50:25 AM ]
Ac ame: Subarea: Agent Committed:

[3com 2] (ldoan |pisk Drive R [5111998 12:00:00 1t B
Site: * Priority: Acaut

[eataarers [open = L | Read-Only — Value based on |
Summary: *Substatus: Seve __
Intermittent error message IWa'rting on Customer j IS-Mediun LaSt Name
appesting after system outtage Owner: Customer Committed:

| =] [511/1999 2:00:00 PM

L]
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2
‘ Siebel Configurable Controls — CRUD Enablers / Components

CRUD definitions are configured by changing property settings within business components,
fields, applets, and controls. Such changes require Siebel configuration knowledge and can
require extensive validation and testing. The following graph outlines the different components
that are available for CRUD configurations:

View A

(no restriction)
)

User Interface Layer:

® Control ®

Applet

responsibilities.

View A
[Property Settings] (e.g. read-only)
V<

Examples:
Read Only  [TRUE / FALSE]
Visible [TRUE / FALSE] ® Control ®
Examples: Applet
No Delete [TRUE / FALSE]
NoMerge  [TRUE/FALSE] | =
No Update  [TRUE / FALSE] [ [ o |
No Insert [TRUE / FALSE]

Examples:

Hidden [TRUE / FALSE]

Read Only  [TRUE / FALSE]

Required [TRUE / FALSE]

Validation [EXPRESSION]

Examples:

No Delete [TRUE / FALSE]

No Merge [TRUE / FALSE]

No Update  [TRUE / FALSE]

No Insert [TRUE / FALSE]
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Business Object Layer:

CRUD definitions, which are
configured within the BO layer,
apply to all applets and views
that share the same data
components (l.e., business
components, fields).

CRUD attributes can be
defined within each
applet and control, and
are assigned to specific
user groups through
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2
‘ Siebel Configurable Controls — Pick Lists and Multi-Value Groups (MVG)

Pick lists and MVGs can be powerful tools to protect the integrity of information by forcing the
user to work with a pre-selected or pre-configured set of information. Pick lists assume that a
field can only be populated with one value, while MVG allow multiple values to be associated.

Multi-Value Group (Applet)
wehno -} Account Addresses - Mick - 10| x| et
FLC ;
_____ QD -0
Ll
L WTW Primary Address Line 1 City I
| | &
v 70 Avenue des Champs Elysée  Pariz
*Hame:
IMarriu:d't International France
Address Line 1: ; City:
I?EI Avenue des Champs Elvade [ IF‘aris
Address Line 2: State:
| I ~]|
I—
Zip: Country:
I 7a00s5 Fance j
Germany
Hong Kong
" " Hungary
Pick List (LOV or Applet) leelan
Cé)?eloiTte z; ‘TEuSche‘LLP _— geloitthe
nterprise Ris! ervices — Lontrol Assurance
27 Touche
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L4
ﬂ Siebel Configurable Controls — Workflow

Siebel Workflow is an effective tool, which allows developers and system administrators to
automate an organization’s policies and procedures by embedding business rules into the
processing of data.

The following examples document possible solutions that can be addressed through W orkflow:

v Automated processing of data based on pre-configured rules
v Automated routing and assignment of work

v Automated enforcement of authorization rules

v Automated escalation and notification

Workflow utilizes three main modules to define the multiple criteria that drive a business

process:
Policy Manager Used to define policies and rules, which trigger certain processes
Workflow Processes Used for the definition of automated processes, sub-processes, decision
points, and tasks
Siebel State Machine Used to define permitable states and state transitions for business objects
© Delitte & Touche LLP Deloitte r
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2
‘ Siebel Configurable Controls — Workflow — Policy Manager

The Policy Manager is used to design the rules and conditions, which trigger certain workflow

processes.

The functionality of the Policy Manager depends on the configuration and interaction of rules,
conditions, and related actions, which take effect once the system identifies compliances with
these conditions.

© Deloitte & Touche LLP
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Action

Rule
> If Condition Is true
Then Execute Action
Condition
—>> If Condition Clause True
And if | Condition Clause True .
Action
Clause
Condition Clause
Object | Attribute = Value

Invoke Workflow
Send Email

Send Page

Send Broadcast
Database Operation
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2
‘ Siebel Configurable Controls — Audit Trails — Administration

This new feature allows system and security administrators to monitor changes to various data
entities (i.e., Business Components). Siebel conveniently separates the audit trail
configuration (i.e., administration) from the actual review screen. The graph below provides a
screenshot of the audit trail administration view:
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In Siebel 7.0, audit trailing is enabled by default and writes information to the S_AUDIT _ITEM
table. An uncontrolled growth of this table can create performance issues. Various methods
are available to disable this functionality (see Siebel Alert 0494).
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